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(54) BIOMETRICS INPUTTING DEVICE AND BIOMETRICS COLLATING DEVICE 

C57)Abstract: 

PROBLEM TO BE SOLVED: To provide a biometrics inputting device 
capable of surely verifying a person himself or herself without generating 
any security hole even when biometrics inputting part and processing 
part are not necessarily integrated. 

SOLUTION: A fingerprint sensor 1 1 photographs a fingerprint picture 
when a finger is touched, and converts the photographed input picture 
into digital data, and transmits it to a picture enciphering part 13. The 
picture enciphering part 13 enciphers the input picture based on an 
encipherment key from an encipherment key holding part 1 2. A picture 
decoding part 21 decodes the signal received from the fingerprint 
inputted device 1 by using the key from the encipherment information 
holding part 24. A fingerprint feature extracting part 22 calculated 
features to be used for fingerprint collation from the picture information 
being the decoded result. A fingerprint feature collating part 23 collates 
the fingerprint features obtained by the fingerprint feature extracting 
part 22 with the fingerprint features of a user registered for an each 
user fingerprint registration information table 26, and transfers the result 
to a collated result judging part 25. 
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So 

[mmm4] ^lA^c@w©^ft!ltm•c^•2>-'^•-1':^■^ h 

^m.iP L. i b r aa)3AtJS^=-S*^ U X > n - i ^WT 
[i»*il7 ] h y 4';^A:^ji^ftK:^i{)a:^ 

[iS*S9 ] .'N'-Y^i-y h y i';^A:»3^Stc?js{)^ic 
^n/ce-gifffi-e^SBg^^t^tcs-^ti-cBf-^fbsn/c 

V y ^'XA:tlilgsw©Bi#^b^^ffl^»•ras-'^V:^■> 

^iS^S. 50 
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1 0 ] B«iB>'W h y tJ' ;^ <t orJggt*ffl 
V yi'XK^^g. 

[^*« 11] h y f 7,Ktm^%^^^w 

i. BfrieBf#{b®*5m^M3&^L'i L-ra&iAsnfc^w 
3}-y h y ^;^©A:tiBtoc^lgv<.Y:tj< h y ^;^*>?.Bua 

{b^c!:itri5«}t#©tc«}#$nfcBt-^{b^i ^\m\^x 

|qSB/^'-f3r■^ h yi':^A:^^g*ie>©<i#©iEatt^*iJ 
h y i7;^M^i^g. 

[ 13} h y i' ;^ A:^Slgs«:^'&ig: 

S3ti?<:|g2BtiJ«t?*Sai#{b^*sa^3!i>U<!: LTS 

yifx*>6f?iaBt#{bii%iS{Dffi-r^e<i:. ^©ix«?ai 
sn/cB«iBiii^{biii«iMA^b/tBus>'f-f:t^ h y 

;^A:^^|gi!W©fi^■S^f|gi*^tb%^?L'rBuffi>'^•'(' h 
y i';^A;^7^SJi»6©<t#©iEatt?r#lJS-r.S^gi. 

•e©*ii!EM«*.ffli-»ri?g.'NV+.'' h y^';?.©^^^ig 

^ h y^XM^^g. 

l,^S<fc5tCUfcC<»:«:!^ai-r-SiSI*3ll 3E«©'''?-1' 
[000 1 ] 

-fe=<= y 7" ^ !f8tS. fflA^iJ©/c8b© 
[0 00 2] 

[^3fe©8^Jfi] tt*g©mT-lb-?='^^ h 'y-i^^mcxay 

e©fc*tc«. 1tl8ti:Ti^-fe:;^-rSAfflAiiE^*«iK* 

Jfon-if-c*^*>> */i:tiffiffl©5^^©tB^*se:»© 

.i;^©*#<b^cs, 

[0 00 3] 3^a. *A5ti2iC«em*- K^^^•X'7- 

K^rSn-ci/S ^ i*A-c^>fie^:^t,>ic»^::Fa! 
5*i$>•s©a4>fe^^. c>-rti©it^^>sii ■ ^jt-^'^ 
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m<om9co:>&mmm-c$)i,nmit ttja^rj • ri^^ 

[000 5] ^t-Y:*-^ h >; i';^tC<fc-^r<iA?:glliE-r.S 

J.— !f«:-:>(,>r(Da^7=-df ( r^>yu-hj ) 
S^T^-dfiA^tix-^ (<7?<tiiPI±) i^tb^urR 
— A!^-C*S*>S*i€:^^rS rM^-WSSPj 

[0 00 6] M^Ofem. m*J+^ffliHL. >'^••^':t> 

[0 00 7] f&i^©A:'3^IS<!: L-T^Se*. 3^^?^. 

LED(Light Emitting Diode) 
3l6Jg.-C^L./c3(£*:7'yXA{cSr-C*>6CCD (Cha 
rge Coupled D e v i c e ) © i 5 

^©aiUCSiftS-B-. •r^iJ:>;Hii^{t-r5it>5fe© 

[000 8] S/cfii^tt. 7fe^:)?^iUi4©-fe>S^>i'^ 

wee i -r ^>^^ i u T . ? V y<Dm.mi<cm.mmnsi 

^■&/ct&is:*>6*©i!ao*-fe>;^-r*. 

:^©4>©. SS-^»iii!i©^*tjUa]-r.s:)?iC©4>©i?«> 

[0 0 0 9] 

ffiil/Ti*. A;^S^g*im©A:^/cW*tfc^ lasfM 
[0 0 10] c©J:5(c. }i^A;tj^g + i 

[0 0 1 1 ] C©<fc5^c^fiST-W-^-7';l/5rf^W#;^T 
ffi©tSffi«s*»c;f. ffe©8l^tcA^U/cf6A©Jgg!:© 
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M^teaSp-CiJif - h- X g5}fr -5 A©f i T 
i?--tr;:^?:i*pl-r-2>3&i. 3ll«K:{a:ffeA©fi*jl[-c*ofc«>: 

[0 0 1 2 ] -tc-c. ■^^m(ommt±M<Dfsm!k^m 

?>Ctrj:<. fiill^£:^:ASil2^r^f^Ci*i■C*4.'^V:^- 
^ h ^:^A*^gSCF>'^V:t^ h y i'XfiS^g*^ 

[0013] 

'Ji'XA:tlgS«. fHAKHW©4ft^i5[-e*S>'NV^ 

^Si. B^^ls■^z>■t^^g;■C7^^ i?3^;^^b^n/c^^•-^:^-^ 
h y e';^5:fri5$ifffiif$gffi^etesjt$<T./cBi-^-fb^ 

20 [0 0 1 4 ] :$:^HJ^cJ:^>^fi©/^•-Y^^ h y i';^7v:^Sg 
g«. fflAtcH«©^tt!^Si-c**^'«>f:*-^ hyi7x* 

[0015] 2|c%WKJ:S-'t-^ h y d':^K^^g 

^-t-Y*^ y i';^A:^^gS{c^'tf)S^3n/cfi!-m 

30 ||^c»-:5t>rBi-^{b$nfc^^V h y ^?;^©A:^^«: 

^mm(D^^itm^m\.^x^w^^:^jt v y 
{b-r^.a^{b^gi> fjiea^fb^e-ca-^fb^n/cfr 
gB/^* * h y i> ©ls^^!ls*^f ^ ss^Aita^'S i * 

[0016] :*:^igtcj:Sf6©^f-<:i-^ h '} ip:^m^^ 
g«. h y 4'::<A:^l^S«(c^fcSS34i/cS 

h y i'>^©A^B#tcSiJiiA#L.fcmriB^-?-Y=*-x h y d/^ 
40 A:^ggBW©Hg■^^bfil*fflt>^:3g>'^-^':^■^ h yi^x 

h.fcmm^-<-{:tji h y i';^©M^A!ffl'&ff ^Ig^iffig^ 

[ 0 0* 1 7 ] *^BBti: j:S«U©^f h 0 i^:^m^m 
gjj, f- y d'XA;t;Slg«tcf^j?>i5S$n/c^5 

Sfttf6-C*>-5Bf^{b^4S^rS«Jt#K:i. HaiBBt# 
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[0 0 18] ^:^?5{cJ:^$6k:5^J©/^V:t^ h 

^ H§ a #g: i ^ {f ^ r u -5 o 

[0 0 19] rrjiio^^ ^:^BjcDy>v:*-^ h'J^^^A;^ 

ffl»jTv>V:t^ h y^;<A;^«gCDiEStt*5i^pJteit- 

[0 0 2 0] cn^ioT, h';^;^A;^^^ 

ASiis ^ Yf 0 c <»: diajgg i 3ft -5 o 
[00 2 1 ] 

[^?9cD^]KcD?K*s] ;xtc. ^^^^(ommmf^c-Di^xm 

g 1 - JU^O a - ;b3ft gj^CC J; -:> r P C ^cjg^ 

[0 0 2 2] Jgf^A;^^a 1 tc(ifg*S:«fe>if i i 

)\^y'-^^c^\^xtf>hmm^mtmi3(<cm^. 

itmun^i 2«— flg:x-if^tca6tirciji:(.^*icggtt 
LT-e<DfgStA*^S 1 CDm@«(DH§#ft@^« 
^■r^o cnfJ. t?!l^tf2 5 6 e-:^ hcoe-:. hyrj^-r* 

[0 02 3] mm^mtw^ 1 3 ^Bi^^t^^j^ge 1 2 
^ffcifis^tf^o c(D^mmmL\^x\i. des (d 

ata Encryption S a n d a r d ) ^r^il 
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[0 024] ^/c. mi^(rcj:-:>x{tmmrx^mmmx 

"y^-y^ji^^mm-r^ji^-ji^^f^mm^ox^mmu 

[0 02 5 ] imA:b^m 1 cD^«:ffi<t ot«. 
jgjs:-fe>iM 1. mm^^imi 3. Bt^ftiiejtas 1 

2^::T=^:9^^c:^i$'C^^-r'SC<h:/&^M^Lt^. :^'^^x 
Jitfi:H2>-9-i id>6iii»Bt-^ffcgpi 3'v(Di^gBft 

m^^mmLfcK>. 'tt\^o:>m'^^^^f)>^(om^xs 

LfcK}^mLfc^Xitrj:i^j:^(,cmfS.r^t{,^^ctX' 
[002 6 1 CO^JiiSi urti, fgiK-fe>*9- 1 1 ©i® 

20 m^&t^ti^^yjmp^mnx^^^ -mtux^t. ji^ 

42>1f 1 ICDJSf^aJiLTCMOS (Comp 1 erne 

ntary Metal Oxide Semico n 
du c t o r) (D-^ ^-iy-y^yy'^mmU. ^(Om— 

[002 7] 10fgf«^f# 

y^mt iyxmm»'^>'^ic^^mmmm^^(Dtm'^i^ 
^m'^itmw^ x^m^r ^ti>^cti:>x^^^ 

30 [0 0 2 8 ] imSCKtll^Sil t^-':r)lr^(Da-:^jvrj: 
{ fctf $g«mi5 2 4 . ^CDJgiKM^gP 2 X^m 

A;^7Sa<z>SI55fl^ («gi D) i*f^cLriEtSbr*5 

* . iiagSI ^ nr ^ «TcD}gJSA:^^® 1 c7)^g 1 

SP2 HJ-e-cD^^ffii^ *g^A;^;SIHi3?>^6Sffi-:>/cfi 
[0 02 9 ] ccomnummBmxtjmm i (7:)iij^Bg-^ 
^^m^^^mTtxi^^ctih-yX. fgstA:^^gis 

[ 0 0 3 0 ] H^Bif-^fbls 1 3 3&5*ii$i«^:er 

JE L < m-^x^ ^i»^tc»tg«EjcA*^g 1 se/-e c e> 
i^6nT< ^m'^tijEmtj:^<Dx$>^ct^m^'r^c 
tf>sxi^^^ 

50 [0 0 3 1 ] $/c. ^gg^:^ i^mim^m) oet-^ 



[0032] S iiii^Bi#{bgiJ 1 3i)iXt}mm(0^ 

■< i^^mmi^ h L/C 0 . Ktm^fc o -r s ^ d' ^ 

TBf-^{tW#RS}^gIJ2 4{C^Lrte#, *tl€:flBi,»-C 

[0033] ftis:#®ffliagp2 2 ummsmiwuz i -c 

it#TS. !fMgiK^^IB7^-:/>«U2 6ttJgStM 
*^^$®M^S|J2 3»JgiK#®ama3 2 2-t?*es!>^nfcJg 

rsumsiits^RT— ■7-^l'2 6 tc^i^§n 

m*fl3ESP2 5K:ig-r. 

[0034] Ji(±©fi?>S(-fe>-!^- 1 1 , f|tJc^#®aia52 
2. }g*Xi^i^^2 3^:#£fJgR^^gCD||^W<t 
Lrtt. «FBgBg5 6-2467 5#^«-?>«Fli3P4 - 3 
3 0 6 5^^|gtcl3ig3nfc rfiJXM^^gJ 

[0035] #gSBg5 6-24 6 7 5^<&fRtClBtgSn 

[0036] S/c, !^K2F4 - 3 3 0 6 5 -^^affitCSHtg 

[0037] m^i^mm&m 5 [•ij§iKtA:^»^g 1 a^h 

LTUi:^;rs. 5fe«:ai'</cJ:^tc. Jgigtff§^gp2 53:«ffl 
r©ll««5:IIt-^b»«fi?»^ 2 4 ©7^- zTjVifi P,Um 

[ 0 0 3 8 ] iEb < ^m$>i>m^ta-rrj:t>^. jg^A 
:^Sai «:4jc»-cJgtSt-fe>-9- 1 1 *>6m:tj3nfc<i#© 
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1 *>6©fi#«j^tt>-c5!^5n-CC5;ac^C 

■c^fci ur. imm-^mmimmx^ i> ^^(Dxhh t 

[00 3 9] ^^brt^^ft^^. iEL<a-^-c# 
J&*io/c«^tc». ^n«mA:t)J^g 1 *siE^^c«>© 

T'»/5:i>5>>. *?t«ji*SL\;tisi§ 1 tf^hommi^m^x' 
aft^^n/cci^.^iftf ■s©T?. Ji*s:M^iS*tt<ta-c 

^ €. ©t?«^c t > i 5iaj»f -r ■5 C i tc ?S -5 . 
10 [ 0 0 4 0 ] S 2 »*|%Bg©ffe©ieBea«: J: -5 iiii^:^? 

Ka©flifiS*?n-r-?'p i'S-c*s. 02 tcteorn* 

-O^fgiK-etf 5 J«^©^fi£©-f?!l*^t/T*j 0 . JiiK 
A^^ 3 - ^^u^©a - J: -0 -c P c 

tc^i^ L . P C±© V 7 h X T-cfgi^jlis^gp4 *i«!iff 
-rs. 

[004 1 ] Jg«S[A:^5?a3 «:wfg«s:^2>t^ 1 1 

SnrfcO. m-b>-!M Iti^— !f©Jg*5gl4b/c^ 

{c-e-©fg$ji:iiiQi^agjb. }gK L//cA:t[iii^*7= v 

20 Jl/f'-^fc^L-C*'6m^^*^LJi>=i-3?"3 l<Cj|| 
^. Jg|JtA:t>^S*g25tt*R«atSP3 3»-fi$:x— tf^tc 

^6n-ct,5jfe(,iJi5Sti$Ri vx^<Di'kf^Kt}^m.3<n>m 

[0 04 2] mTM*>L/X>n-^-3 1 Mmt^Kts^m. 
li55gtf*R«}^gP3 3*>6-e©Saftt$g«:SIX0. 
*> L X > n - k:^k: J: -p t c n?r A:^»@ilKfcSj?)jX 

[0 04 3 ] r)it)%. ( 1) 

30 •:;©tti«:. :^Fnjm©t^aig-ra&jitfC 

( 2 ) L*a^^>iA^?c^*s!^:.|i^^:ai^(c^im•r ^) c i 

*5pIte-c*-5. (3) S*^b«r3>7^>":'«:flnXL/-rl> 
^"9. JflHl3!i5aJtfe-C&S. (4) 3>7=->'::'©*Jffliffi«i 
SI^=**!S^a*ib5r^*Ta©»BJS-C 
*SiC.>5!^Si;^}f-o„ <2) «Bi#{t8^m<:^5WS=^^ 
-©J: ^ 'S1t$B?rS:^L'. =^^-*ffll>)S:Wn«tf f6*51X 
D aH±& J: ^ !&:ft»**SW S C i {c J: rtf toti 

[0044] ±iB©^T-^3!»^l,^'#€^T^C i«: cfc 

<. ^^^^^^^^^-^^^^-^©^{CSi&iitfCiAi-C^, 
^©x-^^fiSgtC«OCi*ST-*-5>. S7c. 

^ • 5J^-rSC i^>-C#Jil>. m^*>LSSi5©l^ft 
©Pdi b-Ctt. mWrn^S - 2 4 1 4 0 3-f-iaiS{C 
i2S©:S^ffi-^1#Pi¥ 10-2247933 

[0045] #P§¥8 - 24 1 40 3 ^^fgtClBtg©* 
;a-c:i. •>*-d'-v-i7Hj^©iii^^^b< -&©« 

50 rjiigj fiT^£t>iiiJS©^n^nK:-ot> 
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[0 046] ^tc, #PS¥ 10-224793 3#<&$8 

(Moving Picture Experta G 
roup) Xhy-Aii4,«:, nXSixtc'S^mifiU 

[ 0 0 4 7 ] (88. ±S©fi*«A:^^3CDltfi£ffii 

A^^*^ffifs$fi«}f sa 3 3 . m^mi}^ o ^ > n - 3*' 3 

SJ; < ^totiS D E s ©ie«^til«77 j^;^©eg^{t:&5S; 

[0 04 8] JgfitA:trilg3t-Jr-:/jl/^cr>n-*;l/& 

J; •or.^fa;tifc*i**P.-^s|54 {ciji-i-rt*. 

f^, m^-a3&iL/7=:3-^4 2tCtet,>-C. «TSA>bx> 

L 7^- ^ Lr fiiair -5.. 
[0 04 9] fgi^^A;^^^3(imiii^^fa-^ittSiJ«:, 

|g«itJ!S-&S|J4-e«-€-©rtg|J©Jg|S:A;^»g I D«^4 

<ms.i D) tmK.Lxizm.ux is <, c<owsf^iit 

mnsnxi^^mntm-oi><Dx$>?,. 
[0050] i^mAti^ I D«j#gi54 3 

m^mn^mm Lxmi^xtim^ i d j:t®g[54 4 t,cm. 

Ly'^i-^'A 2lC^i,>X^tiiStl1t.lS*>l>J'~^ i-^it 

[0 05 1 ] f§ig^#®»mSP2 2 »m^*'b-?rj-^r 
M^tCffi t, ^ ^}&iK1$®tf IS :2. - if «0C«^ C > ^. i, 

©r- * i . f i^i^siffiB^ 2 3 \mw^n mas 2 2 -c 



(6) !^g32 0 0 1 -2 1 6 04 5 

10 

[0052] m^ms^mmmz 5 «jg*j[A;b^g 1 d tt 

iSSP 4 4 *J*lJ^-r ^>fg*5tA*Slg 3 ©iESe i . 

[0053] -e ^-c^ci^^^fcij. -eniafgi^i^jiig 

[ 0 0 5 4 ] @ 3 tt*^H9©SiJ©lli6t»J«: J: •Siii«A:^J 

20 ^Bj©fa©^Wc J: ^,iii«A^Ji^g** F "7 - r 
ife«nfcJgiKB8^tcttSgb?cfe©-C* s. 
[0 055] f§^*A::^^g5 ti^— tf*5*ijffl-^ tr 
Xi'-7'^T>h 7ic^^3nt:c>-2,, cti«m«^- 
■9'©:i-7 Y >t(n«liT)J:tc*siPC. ^— tf©^?fg{C^,S 
PC, ^b-Su«/^it©/£aI^K:*^^^S[6J^:f©POS 
(Point Of Sa. I e s) ^MX'h^lK On 
^©■9-- hrx ^7 -7 -Y T > h ^ tf O T 

iiii< *s. ^-if©:*:Afii^ • mmicmbxiti^m.v—-'^ 

30 6<!:Jg|S:A:^^g5<i:©jHt«r. «:&«:a^-r(Cfi»?gL/ 
[0 05 6] ■tf-e;^5'^'('T> h 7 (cgiK3nfcJ&*ji[ 

[0 0 5 7 ] -t^-l^x^'5^T> h 7 i^i- hr7-i'{c 

A^^g5©iESei. }itS?l#®BS^g|J2 3-C*4i>?,tl 
[ 0 0 5 8 ] {H fg«StA:^Jilg5». *^?|©ffi©5l 

Bi^sp5 i*«fi«S:-i>---'f6K>fens-r€.RSA:^r5s;©i^§i 

[0 059] iijm^s-^ise 1 ■c^i^*?.nr*fc<i•^* 
50 S^©^ga^ic^*f£;L./ci2-S5^(cJ:-,rS#L. mA 



(7) 

H 

[0 05 0] ccom^ccr>i,^^xi^t:i^'^m<Di&<Dmmm(rc 
[0 06 1 ] im^-j^e um^immms^z 5 <Dmtf 

[0 06 2] ±ieCD:$|%?8<D||i6«?!|CD|5i0J-C«. 

^m^mmvxm^r^^mxmtk'rtiit. m^. m. 

[ 0 0 6 3 ] ccDct ^ m^ms&.!^itmmx^rj:i> 30 
tm^^a:to:>mx(Dmm(fcmi>^ct{^j:'ox. 

[0 0 6 4] cnCCj:o-C. V ^ T^Kti^^m 

m{^xK^^m<^xh. 'r-':f)\y^mm^x^(Dmmm 

[0 0 6 5 ] T^i:*:>^. -r-^^^^Si^nTt^i^cCC^^ia 
'^::^^^tiPh<Di^1^'f-^xm.f^Wi^7Lhtiicm^. f 
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[006 6] * fc. ^mnmmmMm(omi&^ l^c 

[0 0 6 7 ] 

A&c:SIW<0^»i^iir-^€>^>V:^^ h y^j^^f'-zv^^ 

mm ^ tifcmmmRx$>^ ^mm(^cm-^<.^xm^it l 
mmti>^iZ^irLi>—mtoxi>r^{r^m^xh-^^^ 
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